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1. Discussion

This solution is for Scenario 3 such that 5GC-Capable UE behind the 5G-RG can access to 5G-RG via Untrusted/Trusted Non-3GPP access (N3GPP UE) or 3GPP access (3GPP UE), and the 5G-RG connects to 5GC via NG-RAN/W-5GAN.
As shown in the Figure 1, the proposed solution considers only the case that 5GC-Capable UE connects to 5G-RG via trusted/untrusted N3GPP access and is with the following major features:

· The 5GC-Capable UE uses Untrusted/Trusted Non-3GPP access to connect N3GPP-AN in 5G-RG. The N3GPP-AN can support L2/L3 transport connection using Untrusted/Trusted N3GPP accesses, respectively. 

· The N3GPP-AN and Relay UE are back-to-back functions and the connection between them is UE implementation. From the N3GPP-AN point of view, it connects to 5GC using wireless/wireline backhaul provided by the connection between Relay UE and NG-RAN/W-5GAN. 

· The 5G-RG is Relay UE using its N1 connection to relay N1 message for Remote UE and manage one or more PDU sessions to relay traffics of the Remote UEs. That is, a PDU session may be shared by the traffic of one or more Remote UEs.
· The 5G-RG reports Remote UE status to make Remote UE visible to the 5GC.

· The communication between 5GC and Remote UE are visible and handled by 5G-RG (in-transparent).
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Figure 1: Illustration diagram for 5G-RG functions with Untrusted/Trusted N3GPP Access Network and Relay UE

2. Proposal

It is proposed to include the following solution to TR 23.716.
* * * Start of changes * * * *
6.X
Solution #X –5GC-Capable UE behind 5G-RG connected to 5GC via NG-RAN/W-5GAN
6.X.1: General Description

This solution is for Scenario 3 such that 5GC-Capable UE behind the 5G-RG can access to 5G-RG via Untrusted/Trusted Non-3GPP access (N3GPP UE) or 3GPP access (3GPP UE), and the 5G-RG connects to 5GC via NG-RAN/W-5GAN, as depicted in Figure 6.X.1-1. 
For the case that the 5GC-Capable UE connects to 5G-RG via 3GPP access, the similar solution of ProSe UE-to-Network relay as defined in clause 5.4.4 of TS 23.303 may be applied for 5G-RG.

Editor’s Note: the device to device direct communication/discovery between 5GC-capable device using 3GPP access and 5G-RG is not supported yet in 5GS.
For the case that the 5GC-Capable UE connects to 5G-RG via N3GPP access, the 5GC-Capable UE and 5G-RG can establish L2/L3 transport connection and the 5G-RG relay NAS message and User Plane traffic to the 5GC.

In this solution, we focus on the latter case.
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Figure 6.X.1-1: Scenario for 5GC-Capable device accesses to 5G-RG via 3GPP/Non-3GPP access (WLAN) and the 5G-RG connects to 5GC via NG-RAN/W-5GAN 
6.X.1.1: Functions at 5G-RG 

From a functional point of view, a 5G-RG is composed of two types of functions:

(a) Provide L2/L3 connectivity via untrusted/trusted Non-3GPP access, respectively, for the 5GC-capable UE behind 5G-RG 

(b) Maintain N1 connection and manage PDU sessions with the 5GC and relay traffics between 5GC-capable UE and the 5GC.

As shown in Figure 6.X.1-2, the 5G-RG functions as the Relay-UE for both of the N1 messages and data traffics from 5GC-Capable UE to 5GC via NG-RAN/W-5GAN by using its established N1 connection as well as PDU sessions, respectively.
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Figure 6.X.1.1-1: Illustration diagram for 5G-RG functions with Untrusted/Trusted N3GPP Access Network and Relay UE

The 5G-RG includes Untrusted/Trusted N3GPP Access Network (N3GPP-AN) and Relay UE with the following principles:
· The 5GC-Capable UE uses Untrusted/Trusted Non-3GPP access to connect N3GPP-AN in 5G-RG. The N3GPP-AN can support L2/L3 transport connection using Untrusted/Trusted N3GPP accesses, respectively. 
· The N3GPP-AN and Relay UE are back-to-back functions and the connection between them is UE implementation. From the N3GPP-AN point of view, it connects to 5GC using wireless/wireline backhaul provided by the connection between Relay UE and NG-RAN/W-5GAN. 
· The Relay UE in 5G-RG is a L3 relay supporting N1 connection via 3GPP access or Non-3GPP access. It relays both of N1 control plane messages and user plane traffics of the Remote UE using its established N1 connection and PDU sessions by piggybacking the N1 message and carrying QoS flow of the Remote UE. This is to reflect the fact that the N1 connection of the 5GC-Capable UE relies on the N1 connection of the Relay UE to the 5GC as a wireless/wireline backhaul via NG-RAN/W-5GAN, respectively. 
· The Relay UE relays and steers user plane traffics of the Remote UEs between 3GPP access and Non-3GPP access based on ATSSS policies.
· The Relay UE also reports status of remote UEs to the 5GC, i.e. the traffic transport between 5GC-Capable UE and the 5GC is not transparent to Relay UE. As such, the 5GC can identify the 5GC-Capable UE behind the 5G-RG and its traffic. 
From the 5GC-capable UE point of view, it regards 5G-RG as an Untrusted/Trusted N3GPP Access Network and uses the corresponding Untrusted/Trusted N3GPP registration procedure and PDU session management procedures. If hybrid access is supported at the 5GC-capable UE, it can apply the ATSSS policies for hybrid accesses with the 3GPP access to NG-RAN and N3GPP access to 5G-RG.
6.X.1.2: Untrusted/Trusted N3GPP Access between 5GC-Capable UE and 5G-RG
For accessing untrusted N3GPP-AN in 5G-RG:

· The 5GC-Capable UE performs 5G-RG discovery based on TS 23.501 [2] clause 6.3.6.2. 

· The 5GC-Capable UE follows TS 23.502 clause 4.12.2.2 (step 1-step 3) for performing WLAN association with N3GPP-AP, establishing L3 transport connection with N3GPP-AP, and initiating IKE SA as well as requesting IKE authentication with N3GPP-GF. 
· In this case, N3GPP-GF (similar to N3IWF but without the support of N2/N3) supports IKE for security association and triggers 5G-START using IKE/EAP to 5GC-Capable UE as in TS 23.502 clause 4.12.2.2 (step 4).

For accessing trusted N3GPP-AN in 5G-RG, 
· The 5GC-Capable UE discovers and selects N3GPP-AN based on TR 23.716 clause 7.1.3.1 for TNAN selection.

· The 5GC-Capable UE follows TR 23.716 clause 7.1.3.3 (step 1-step 3) for establishing L2 transport connection with N3GPP-AP, e.g. based on Ethernet, IEEE 802.3, IEEE 802.11, and using EAP encapsulation, e.g. PPP, PANA (RFC 5191) for requesting identity. 

· In this case, the interface between the N3GPP-AP (similar to TNAP but without the support of N2/N3) and N3GPP-GF (similar to TNGF) is assumed an AAA interface.
· N3GPP-GF triggers 5G-START using L2/EAP to 5GC-Capable UE as in TR 23.716 clause 7.1.3.3 (step 4).
For both cases, since the N3GPP-AN regards Relay UE as 5G wireless/wireline backhaul to access 5GC, the N3GPP-GF forwards all the 5G-NAS messages between the Relay UE and the 5GC-Capable UE.

6.X.1.3: High-Level Procedure

Figure 6.X.1.3-1 shows the high level traffic relay procedure between 5G-RG as relay UE and 5GC-Capable UE as a remote UE using Untrusted/Trusted N3GPP access.
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Figure 6.X.1.3-1: High Level Procedure

1:  The 5G-RG as Relay UE performs initial registration request procedure indicating its UE network capability as a 5G-RG and a Relay UE.

2-3: The 5GC-Capable UE discovers 5G-RG and establishes L2/L3 transport connection with 5G-RG using untrusted /trusted N3GPP access according to clause 6.X.1.2. Further, the Relay UE in 5G-RG performs registration procedure for the Remote UE using its established N1 connection with 5GC via NG-RAN or W-5GAN. For both cases, the Registration request message of the Remote UE is piggybacked in a N1 message, e.g. registration request, N1 transport, or a new N1 request, sent by the Relay UE in 5G-RG. If the registration is successful, the 5G-RG allocates a Remote User ID for the remote UE and stores it in a created Remote User Context.

For the L3 transport connection with 5GC-Capable UE using untrusted N3GPP access, the 5G-RG allocates IP address to the 5G-Capable UE in step 2.
Depending on the L2/L3 transport connection used for trusted/untrusted N3GPP access between 5GC-Capable UE and 5G-RG, as indicated in clause 6.X.1.2, the detail procedure is at clause 6.X.2.1.
4. After successful registration, the 5GC-Capable UE initiates PDU session establishment procedure and the 5G-RG as Relay UE sends a N1 message, e.g. PDU session establishment request, N1 transport, or a new N1 request, to forward the N1 message sent by 5GC-Capable UE by piggybacking the PDU session establishment request in N1 message.

Depending on the L2/L3 transport connection used for trusted/untrusted N3GPP access between 5GC-Capable UE and 5G-RG, as indicated in clause 6.X.1.2, the detail procedure is at clause 6.X.2.2.

5. 
For the L2 transport connection with 5GC-Capable UE using trusted N3GPP access, the 5G-RG allocates IP address/Prefix allocation to the 5G-Capable UE in this step depending on the PDU session to be used for relaying the traffic of the 5GC-Capable UE.
6.
The 5G-RG sends a N1 Remote UE Report message to the PCF/SMF via AMF for the PDU session associated with the relay. 

 The N1 Remote UE Report message may include PDU Session ID and Remote User Context list which contains   Remote User Contexts of all user devices behind 5G-RG sharing the PDU session. The detail for the Remote User Context, e.g. Remote User ID, address information, is at clause 6.X.2.2. The N1 Remote UE Report message shall be sent when the Remote UE disconnects from the 5G-RG as Relay UE to inform the AMF and the PCF/SMF that the Remote User(s) have left.

The AMF stores PDU session ID, and the Remote User Context list in the UE Context of the 5G-RG. Further, the AMF forwards the N1 Remote User Report message to the PCF via SMF.
7.  The 5G-RG starts to relay traffic for the Remote UE.
6.X.2 Procedures
6.X.2.1: Registration Procedure
In the following cases, it is assumed that Relay UE has registered to 5GC via 3GPP access or trusted/untrusted N3GPP access. 
· For 3GPP access, the registration procedure can follow TS 23.502 clause 4.2.2.2.

· For untrusted N3GPP access, the registration procedure can follow TS 23.502 clause 4.12.2.2.

· For trusted N3GPP access, the registration procedure can follow TR 23.716 clause 7.1.3.3.

The Relay UE in 5G-RG relays N1 messages, e.g. registration request/accept, of the Remote UE by initiating NAS procedure with 5GC via NG-RAN or W-5GAN. The Registration request message of the Remote UE is piggybacked in a N1 message, e.g. registration request using a new registration type or remote UE indication, N1 transport, or a new N1 request for remote UE, sent by the Relay UE in 5G-RG to 5GC via NG-RAN or W-5GAN. In addition, the Relay UE includes Remote User ID of the Remote UE in the N1 message, which is obtained from the Remote UE or created by the Relay UE when successfully establishing L2/L3 transport connection. Also, the Relay UE forwards all the received N1 message destined for the 5GC-Capable UE via N3GPP-GF.
The additional handling for relaying NAS message of the Remote UE via NG-RAN or W-5GAN in the registration procedure are illustrated in the followings.
For using 3GPP access via NG-RAN:
· The exchange of N1 messages between the Relay UE and 5GC via NG-RAN uses existing NAS security key of the 5G-RG when the Relay UE performs registration procedure for 5G-RG.
· The procedure can follow TS 23.502 clause 4.2.2.2 between the Relay UE in 5G-RG and AMF/AUSF in 5GC with the following additions.
Step 8-9: the AMF may need to select AUSF and indicates the Relay UE authentication to the AUSF. The AUSF performs authentication for the Remote UE.
Step 11: if the identity of the Remote UE is requested, the 5G-RG forwards the identity request to the Remote UE by using the protocol based on corresponding L2/L3 transport connection.

Step 22: the AMF replies the N1 message including the piggybacked registration accept/reject message and accept/rejection indication to the 5G-RG. The 5G-RG forwards the registration accept/reject message to the Remote UE. The 5G-RG indicates to the N3GPP-AN to disconnect the Remote UE if receiving the rejection indication or continue to initiate PDU session management procedure.  
For using untrusted N3GPP access via W-5GAN (with functions similar to N3GPP AP and N3IWF):
· The exchange of N1 messages between the Relay UE and 5GC via N3IWF uses IPsec tunnel established when the Relay UE performs registration procedure for 5G-RG. 
· Continuing clause 6.X.1.2, the procedure can follow Step 6b- Step 13 in TS 23.502 clause 4.12.2.2 between the Relay UE in 5G-RG and AMF/AUSF in 5GC with the following additions in Figure 4.12.2.2-1.
Step 6b: the N2 message contains the Registration Request message of the Remote UE as well as N1 message of the Relay UE.
Step 12: the N2 message contains the Registration Accept message of the Remote UE as well as N1 message of the Relay UE.

Step 10a-11b: it is SA3 to study if these steps can be skipped or if it is needed to renew the N3IWF key or to allocate additional security keys for protecting relaying message, i.e. N1 message of the 5GC-Capable UE. 
Step 13: depending on the decision of step 10a-11b, the registration accept message for the Remote UE may be sent using established/updated IPsec.
For using trusted N3GPP access via W-5GAN (with functions similar to TNAP and TNGF):

· The exchange of N1 messages between the Relay UE and 5GC via W-5GAN uses L2 connection with TNAP and established IPSec/NWt-cp connection using security key (e.g. TNGF) which is received when the Relay UE performs registration procedure for 5G-RG via W-5GAN. 

· Continuing clause 6.X.1.2, the procedure can follow Step 6b- Step 15 in TR 23.716 clause 7.1.3.3 between the Relay UE in 5G-RG and AMF/AUSF in 5GC with the following additions in Figure 7.1.3.3-1.
Step 6b: the N2 message contains the Registration Request message of the Remote UE as well as N1 message of the Relay UE.

Step 7a-14: the AMF and AUSF handle the N1 request for the 5GC-Capable UE, e.g. UE context creation/updates at AMF, authentication and authorization at AUSF. Also, it is SA3 to study if these steps can be skipped or if it is needed to renew the TNGF key or to allocate additional security keys for protecting relaying message, i.e. N1 message of the 5GC-Capable UE. 

Step 15a: the N2 message contains the Registration Accept message of the Remote UE as well as N1 message of the Relay UE.

Step 15b: depending on the decision of step 7a-14, the registration accept message for the Remote UE may be sent using established/updated IPSec/NWt-cp connection.
6.X.2.2 PDU Session Establishment/Modification Procedure

After successful registration, the Relay UE can establish/modify PDU session via 3GPP access or trusted/untrusted N3GPP access as follows: 

· For 3GPP access, the PDU session establishment/modification procedure can follow TS 23.502 clause 4.3.2.2 and clause 4.3.2.3, respectively.
· For untrusted N3GPP access, the PDU session establishment/modification procedure can follow TS 23.502 clause 4.12.5 and clause 4.12.6, respectively.

· For trusted N3GPP access, the PDU session establishment procedure can follow TR 23.716 clause 7.1.3.4 (step 20-24) using NAS over IPSec/NWt-cp options.

The Relay UE forwards the PDU session establishment request of the Remote UE via PDU session establishment/modification request procedure with indication for Remote UE. Alternatively, the Relay UE can use a new PDU session management request procedure solely for Remote UE. The PDU session management request message can indicate one or more PDU session IDs (including existing or new ones) for the Remote UE. When receiving PDU session request, the AMF selects one or more SMFs to forward the PDU session establishment/modification request message of the remote UE based on indicated PDU session IDs. The SMF determines if the existing PDU session of the Relay UE can be used to accommodate user plane traffic requested by the Remote UE. 
For all cases of accessing 5GC via NG-RAN, W-5GAN (with N3GPP AP and N3IWF) supporting untrusted N3GPP access, and W-5GAN (with TNAP and TNGF) supporting trusted N3GPP access, the following principles are applied:
· The 5G-RG uses existing PDU session or creates a PDU session ID used for initiating PDU session establishment request procedure for relaying traffic.

· The 5G-RG may receive QoS rule from PDU Session Establishment/Modification/Management request procedure, or the QoS rule may be pre-configured in the 5G-RG. The QoS rule contains a QoS rule identifier, which is unique within the PDU Session, and the QFI of the associated QoS Flow.
· If using existing PDU session with associated DNN and Application IDs, the 5G-RG chooses proper QoS flow identified by QFI to relay traffic for the Remote UE.

· The 5G-RG creates a Remote UE Connection Context which includes PDU Session ID, Remote User Context list, Application ID(s), DNN, S-NSSAI. Each Remote User Context includes the following information: Remote User ID, Address Type, Address information, and QFI for the PDU Session ID to be used for the relay traffic.
- for IPv4, the 5G-RG includes IPv4 addresses and TCP/UDP port ranges assigned to individual Remote User.

- for IPv6, the 5G-RG includes IPv6 prefix(es) assigned to individual Remote User.

* * * End of changes * * * *
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